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Abstract

This article explores the potential of data mining as a technique that could be used by malicious
data miners to threaten the privacy of Facebook Social Network Site users. It applies a data
mining algorithm, specifically a clustering algorithm, to a hypothetical dataset of a sample of
individuals from Saudi Arabia, Pakistan and Yemen to show the ease at which characteristics
about the SNSs users can be discovered and used in a way that could invade their privacy. It is
hoped by exploring the threats from data mining on individuals’ privacy is enable SNSs
developers better understand the ways in which SNSs can be used by malevolent data miners to
harm users and how to operate in SNS safely. Another important outcome is to help developers
of SNSs develop mechanisms that will provide protection to users from these knowledge
discovery techniques.
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Introduction

The web environment has changed dramatically in the last few years with the emergence of one
of the most fertile environments of personal data on the web; social network sites (SNSs). Social
Network Sites (SNS) continue to be among the most popular websites on the internet.
According to most recent rankings from Alexa (2011) of the top 500 sites, Face- book is
ranked second from the top (in terms of the total number of page views) followed by
YouTube in third place, Blogger in the seventh and Twitter in the tenth; suggesting that
social networking is one of the popular internetactivities among the two billion world internet
citizens (Internet World Stats 2011). There are many SNS on the web including MySpace,
Twitter, Hi5, Flickr, Orkut, Linkedln and BeBo, butby far Facebook is the most popular site
(Alexa2011). Indeed, this observation is consistent with Facebook statistics that showed in
less than a year, the number of active users on Face- book has jumped from 500 million to 800
mil- lion users, 50 per cent of whom log on to it each day (Facebok 2011). This massive
growth in the population size of Facbook is indicative of the huge popularity that Facebook
enjoys. A social network site (SNS), defined formally, is a web-based service that allows
individuals to “1) construct a public or semi-public profile within a bounded system, 2) articulate
a list of other users with whom they share a connection, and 3) view and traverse their list of
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connections and those made by others within the system (Boyd and Ellison, 2007). Users are also
prompted to invite other SNSs users toview and follow their personal profile and web behaviour
within the SNSs and to label and categorise these relationships with other users as “friends”
(Facebook) or sometimes “followers” (Twitter). This definition is not just chosen because it is
the most frequently used one but also becauseit incorporates most of the elements found on
Facebook such as being a platform where individuals can communicate with each other to
form new social connections and/or to maintain existing friendships and in doing so share
personal information, photos, videos, thoughts as well as their feelings. This view about
Facebook is in line with the results from a recent study which has shown that people use
SNS not only to develop new friendships but also to communicate with older friends whom
they cannot meet regularly face-to-face (Al-Saggaf 2011). In addition, Facebook allows its
members to communicate with others using voice, videos, online chat, offline messages,
blogs and ‘wall-ing’? (Al-Saggaf 2011). Upon registering with Facebook, the first thingusers
do is create their own profiles, which they can set to be either private or public. Like anyother
SNS, Facebook allows its users to uploadtheir photos, videos and emotional states. Thesite
also allows outside developers to build applications which users can then use to personalise
their profiles and perform other tasks, such as comparing movie preferences and charting travel
histories (Boyd and Ellison 2007). In addition, users can also create their own online
identities (Jones et al 2008). To create their identities on SNS, users need to place on their
own profiles their personal and biographical data such as name (a real name or alias), date
and place of birth, citizenship, nationality, photos, hobbies, and so on. While on the one hand
users are increasingly aware and very concerned about their privacy on Facebook (Al-
Saggaf 2011), on the other hand, self-disclosure and revealing private information on the site
is very widespread (Al-Saggaf 2011) with users sharing with strangers up-to-the-minute
updates of the status of their feelings and thoughts. Given youngadults between the ages of
18-24 represent the largest cohort of SNS users (Hoy & Milne 2010), revealing private
information such as political views, residential address, date of birth, books read, movies
watched, schools went to, sexual orientations and their inner thoughts about their partners,
neighbours, colleagues and employers can have serious consequences for these users’
informational privacy and possiblyalso for their financial and physical security.

With hundreds of millions of web users around the world now uploading masses of personal data
onto the web within the confines of personal networks of friends, family, and acquaintances, the
success of social network sites, such as Facebook and Twitter, has made a wealth of social
networking data available for businesses and more malicious data miners to profit from. Major
culprits include banks and credit agencies, and advertising companies, who are usually assisted
in their data mining practices by SNSs with whom they are affiliated. Sar and Al-Saggaf, (2013)
study has found that by just visiting non SNSs and SNSs, third party sites can track the users’
activities by the use of the HTTP cookies. These third party sites can be advertising sites or data
aggregators, or other SNSs. However, these sites are not only collecting these massive amounts
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of data about SNSs users; they are also mining them, for the purpose of placing the users in new
and non-obvious classifications or categories that the users themselves did not know they ever
existed. The aim of this article is to explore the potential of data mining clustering algorithm as a
technique that could be used by malicious data miners to threaten the privacy of Facebook SNSs
users.

Privacy and Data Mining

Privacy on Facebook can be threatened in many ways including through the continuous
changing of the privacy settings that Facebook does without announcing to users, tracking
technologies such as HTTP cookies that gather information about users without their
knowledge and Application Programming Interface (API) tools that enable other SNS to
share users’ information and create complete profiles enabling them, in essence, to sell this
information to third parties. Another method that canbe used to erode users’ privacy is data
mining. When a data mining algorithm is applied to a large dataset which can be created by
harvesting users’ information from SNS, hidden and non-obvious patterns about those users
canbe unearthed from this dataset (Tavani 2011). Used unethically on Facebook users, data
mining can have the potential of incorrectly placing users in newly created categories or groups
that could, for example, make them victims of organised crime. But what is privacy? What is
considered as private? And why is privacy valued anyway? There are three theories of
privacy (Tavani 2011). The first theory relates to the notion of Accessibility Privacy, which
defines privacy in terms of one’s physically ‘being let alone’ or freedom from intrusion into
one’s physical space. The second theory relates to Decisional Privacy, which definesprivacy
in terms of freedom from interference in one’s choices and decisions. The third, and most
relevant theory to this article, is that of Informational Privacy, which defines privacy as
control over the flow of one’s personal information, including the transfer and exchangeof
that information (Tavani 2011). In addition, Moor (2000) has also introduced an account of
privacy that is more comprehensive in that it encapsulates all these three theories.
Specifically, it incorporates the elements of the non-intrusion, non-interference and
informational views of privacy.

According to Moor, an ‘individual has privacy in a situation if in that particular situation the
individual is protected from intrusion, interference, and information access by others. Tavani
also notes that Moor makes a distinction between naturally private and normatively private
situations. According to Tavani (2011), this distinction allows us to distinguish between the
conditions required for having privacy (in a descriptive sense) and having a rightto privacy in
the normative sense. According tothis distinction, if a person sees another picking her nose in
the library, then that person lost her privacy but her privacy was not violated. But ifthat other
person peeps through the keyhole of her apartment door then her privacy is not only lost but
also violated. Privacy is valued for many reasons including for achieving important human
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ends like trust and friendships (Tavani 2011). For Jim Moor (2004, cited in Tavani 2011),
privacy is important because it is the articulation or expression of the core value of security
(ibid). On the other hand, for Deborah Johnson privacy is an important social good because
when people are watched all the time they take the perspective of the observer. Because
decisions will be made on the basis of what they do, they tend to think before acting. This
becomes a form of social control which leads to eroding individuals’ freedom. This in turn
affects democracy (Johnson 2001). In our view, privacy is also important for love, marriage
and partner relationships, respect and dignity, freedom of expression and liberty, autonomy,
solitude, anonymity andsecrecy, data protection and self-confidence to name a few. Erosion of
privacy due to excessive self-disclosure is a problem for participants in SNS and users are more
than ever concerned about their privacy (Al-Saggaf 2011). That said, self-disclosure is
rampant on both SNS (Park and Kee 2009) and online communities (Rheingold 2000). There
are many reasons for thisbut the lack of oral and non-verbal cues, and lack of public self-
awareness are major factors. Lack of oral and non-verbal cues, and lack of public self-awareness
cause abandonment of social inhibitions and detachments from social conventions (Barnes
2001).

Trust between online communicators has beenfound to be another factor that encourages
self-disclosure (Valenzuela, Park and Kee 2009). Trust is vital for personal relationships
(Weckert 2003); in fact, one way to show the strength of a friendship between two
individuals is by demonstrating they trust each other. At the same time to show trust in
someone | have to reveal more about myself. That is why self-disclosure is also important
for personal relationships (Rheingold, 2000). Indeed, researchers have found that as
people become familiar with others online, they tend to reveal more about themselves
(Barnes 2001). But, as online communicators reveal more andmore sensitive information
about themselves, the chances that their privacy will be eroded or, at least, violated will be
increased. For example,women in Saudi Arabia who place their photos(even the ones that
show their faces) on Facebook may become subject to sexual coercion by malicious SNS
users if these photos fall into these malicious SNS users’ hands. They could threaten to
release their photos or video clips on the internet or publicly via Bluetooth on mobile
phones unless these women submit to their demands. If the women do not comply, the
result can cause serious damage to their family’s reputation which is a grave matter in
Saudi society. While this example suggests thatprivacy is not valued equally in all cultures
(placing photos on Facebook may not be an issue for women in Western societies), it
neverthelessshows that privacy has at least some value in all societies (Tavani 2011).

Data mining has traditionally been restricted to trolling through offline ‘data warchouses’, large
storehouses of personal data consisting mainly of commercial transactions (Tavani, 2011).
However, a profitable application of data mining, especially in recent years, has been in all sorts
of web-based services. The World Wide Web provides web data miners with a virtually limitless
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repository of information on which to employ their data gathering techniques. Vast amounts of
personal information (e.g. names, addresses, web browsing behaviour, personal preferences,
online consumer records, etc) are made publically searchable through the content of web pages.
Web data mining techniques can be employed to automatically discover, extract, and analyse
information from web documents and services to generate new and financially lucrative data
(Kosala and Blockeel, 2000). There are three types of web data mining. The first type is web
structure mining, which allows miners to extract the links and structure of websites for the
purpose of discovering previously unknown relationships between the mined websites. Applying
this technique results in a structural summary of the websites or web pages (Ting, 2008). The
second type is text mining, known also as web content mining (Kosala and Blockeel, 2000). This
technique involves the scanning and extracting of contents from webpage, i.e. text, pictures,
graphs, audio, video, and hyperlinks, for the purpose of determining the relevance of the contents
to a search query (Kosala and Blockeel, 2000). One of the main uses of this method is gathering
and summarising the best possible information available from web content for a user requesting
that information (Ting, 2008). The third type is web usage mining (Ting, 2008), which involves
tracking and analysing the navigation behaviour of web users for the purpose of understanding
the movements of users online and what they are doing (Van Wel and Royakkers, 2004). One of
the main uses of this method is to generate data that represents, without identifying the
individual, the web users’ actions in a public environment (Van Wel and Royakkers, 2004). Web
usage mining can identify traces such as an IP-address of a computer, type of browser used, date
and time of login to a site, hyperlinks followed, use of cookies with frequent visits to particular
sites, etc, can be extracted using web usage mining techniques to discover patterns in web
browsing behaviour. Web usage mining has the potential to be privacy violating due to the fact
that all internet service providers (ISPs) can link a web users’ navigation behaviour to their
personal information, which the user has had to provide to their ISP in order for the ISP to
supply the user access to the internet (Van Wel and Royakkers, 2004).

Applications of Data mining

Data mining has a wide range of applications such as social network analysis, analysis of
microarray gene expression data, soft- ware engineering, market segmentation, web search
result grouping, and irrigation water demand forecasting — just to name a few (Zhao and
Zhang 2011). Data pre-processing techniques can be applied to collect data from various
sources including weather stations, satellite images and water usage statements. Various other
data mining techniques (such as classification by decision tree and artificial neural network)
can then be applied on the collected data to extract patterns that can then be usedto predict
future water demand for irrigation. Accurate water demand prediction can help usto manage
irrigation water more efficiently byreducing the wastage of already limited irrigation water.
Data mining can also be applied onhuge amounts of data generated from social networking
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sites (SNS) in order to study contactnetworks, growth rates and social implicationsof various
SNS (Patton 2007).

Data mining is also used in direct marketing (where targeted advertisements are sent to
potential customers), and various business analyses. An example of its application in
developing better business strategies and business pro- motion is association rule mining
(Islam 2008). Association rule mining is applied on a huge setof transactions (records), where
each transaction consists of a list of items such as milk, bread, butter that are sold together in the
transaction. A supermarket chain, for example Wal-Mart, collects each and every sale
transaction in a central data warehouse from all its stores (around2900) situated in around six
different countries. From the collected data, they can explore frequent item sets and
association rules. When a set of items appear in a huge number of trans-actions then they are
known as a frequent item set. Moreover, when the appearance of one set of items in a
transaction increases the possibility of the appearance of another set of items inthe same
transaction then it is known as association rule. Based on frequent item sets and association
rules a supermarket can design its store in order to increase sales. For example, they can put
the frequent items apart in a store so that customers need to walk through the store to find the
items. This can often increasethe sales as customers tend to buy more itemswhen they walk
through them. Moreover, supermarkets can reduce the prices of a set of items and advertise
the price reduction. However, they can increase the prices of another set of items when they
know from association rulemining that the increased sale of the former set of items will also
increase the sales of the later sets of items and therefore, they will makemore overall profit.

The common steps in the data collection and analysis process: data preparation; collection of raw
data until extraction process (e.g. crawler) concludes its cyclical sampling; cleaning of data to
make sure there is no duplication of information; and analysis of data gathered, usually
represented in graph form, with ‘nodes’ of a graph representing users and the structure of the
graph representing the relationships between users.

Data mining and threats to the privacy of users of Facebook

Data mining can extract various interesting andhidden patterns (such as logic rules and clusters)
from a dataset. Often it is argued that general patterns (logic rules) are public knowledge and
should be considered sensitive to individual privacy (Islam and Bronkovic, 2011). For
example, the pattern that people from Asiahave black hair is public knowledge and there-fore
should not be considered sensitive. If a per-son is originally from Asia then it is generally
assumed that he/she has black hair and there is nothing wrong with that. However, some
general patterns even when they are applicable to many people can disadvantage an
individual and therefore need to be considered as sensitive. For example, if a bank discovers
that all previous loans granted to the customers livingin a specific suburb are defaulted and,
there- fore, decides to turn down the loan application of an individual living in the suburb
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just based on his/her address then this pattern can appear to be unfair to the individual.
Similarly, if a business learns from its past records that all employees of a race have been
found inefficient and, therefore, decides not to offer a jobto a new applicant who is from the
same race, then the pattern can again appear to be unfair to the applicant. Tavani (2011)
presents an example of suchintrusive and privacy threatening data mining where a car
loan application, for purchasing a new BMW, was turned down by a bank although the
applicant was financially solvent and had an executive position with good salary. The bank
mines its data sets and discovers a pattern that executives earning between $120K and $150K
annually, who often take expensive vacations and purchase luxury cars generally start their
own businesses. The bank then mines another data set and finds that the majority of such
entrepreneurs declare bankruptcy withina year. Unfortunately, the applicant for the car loan
falls in this category, although neitherthe applicant nor the bank knows whether theapplicant
will really start his own business andface bankruptcy in future.

Data mining can be used for extracting varioussensitive patterns of activity by the Facebook
or other SNS users. The patterns can then be applied on any Facebook (or any other SNS)
user resulting in huge user discomfort and serious breach of individual privacy. For example,
a malicious data miner can study the Face- book activities of his/her friends. Based on the
observation he/she can then prepare a dataset (a table with records and attributes) having
information on the users. In the dataset each record can represent a Facebook user and each
column/attribute can represent a property ofthe user. The properties can be learnt from the
Facebook use patterns. Examples of the attributes can include: ‘Ratio of the number of opposite
sex friends to same sex friends’ (Col.6 in Table 1), ‘Number of own picture uploads per week’
(Col. 3 in Table 1), ‘Level of exposure of the pictures (i.e. how exposed the person isin the
pictures)’ (Col. 4 in Table 1), and ‘Number of status changes in Facebook per week’ (Col. 5 in
Table 1). There are various data mining tasks including data collection (such as automatic
collection of weather data from different sensors), data pre-processing (such as pre-
processing of satellite images), data integration/transformation to prepare a suitable flat file
containing a range of relevant non-class attributes (such as bloodsugar level and cholesterol
level of a patient) and a class attribute (such as diagnosis of disease), data cleansing (by
identifying and removing/correcting corrupt data, and imputing missing values), and pattern
extraction from the clean pre-processed data (Islam 2012). There are a number of pattern
extraction techniquesincluding clustering (such as K-means and Fuzzy C-means clustering).

A PUBLICATION OF IAPAAR IN COLLABORATION WITH MEDI-CAPS UNIVERSITY, INDIA



ASIA-AFRICA JOURNAL OF RECENT SCIENTIFIC RESEARCH (AAJRSR) VOL. 2, 2022
A PUBLICATION OF IAPAAR IN COLLABORATION WITH MEDI-CAPS UNIVERSITY, INDIA
ISSN: 2814-0397 Available online at https://journals.iapaar.com/index.php/AAJRSR

Table 1: Sample dataset of Facebook users

Age Nationality Own Exposure Status/ Ratio
Pic/week week
21 Saudi 7 High 3 0.1
19 Pakistan 2 High 12
33 Yemen 7 High 2
5 Saudi 2 High 7 0.1
19 Pakistan 2 Medium 12 3
25 Yemen 3 Medium 3 4
22 Saudi 7 Medium 7 0.1
33 Pakistan 8 Medium 8 5
21 Saudi 7 Medium 22 5
27 Saudi 8 Medium 33 1
22 Saudi 2 Low 22 7
26 Saudi 8 Low 2 2
21 Saudi 7 High 3 0.1
19 Pakistan 2 High 12 5
33 Yemen 7 High 2 4
35 Saudi 2 High 7 0.1
19 Pakistan 2 Medium 12 3
25 Yemen 3 Medium 3 4
22 Saudi 7 Medium 7 0.1
33 Pakistan 8 Medium 8 5
21 Saudi 7 Medium 22 5
27 Saudi 8 Medium 33 1
22 Saudi 2 Low 22 7
26 Saudi 8 Low 2 2
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Hypothetical dataset is presented in Table 1, created from Facebook activities and supplementary
knowledge of a malicious data miner. A data miner can apply an existing clustering algorithm on
the dataset in order to cluster the records (users) where similar records are grouped together in
one cluster and dissimilar records are grouped together in different clusters. In order to simulate
the actions of a malicious data miner we implement an existing Fuzzy c-means clustering
technique (Lee and Pedrycz, 2009), which has been shown in the literature to be better than many
other existing techniques, and then apply the technique on our example dataset and thereby
produce three clusters.

Table 2: Results of the application of clustering on the sample dataset of Facebook users
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Table 2 present the result of the application of clustering on the sample dataset of Facebook
users. The data miner can then study the properties of the records belonging to a cluster. For
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example, a common property of Cluster 1 is having high number of opposite sex friends
compared to the number of same sex friends. Some other common properties are having
reasonably high number of Status updates per week, and low number of own picture uploading
per week.

However, some common properties of Cluster 3 are quite opposite where the users have
generally low ratio of opposite sex friends to same sex friends, low number of status updates per
week, but high number of own picture uploading per week where the uploaded pictures have
high exposure.

Such an observation may make the data miner more curious about the friends falling in Cluster 3
resulting in more careful analysis and follow up observations on the activities (both online and
offline) of the friends. Therefore, falling in a group with such patterns can cause an
uncomfortable situation for a female in a conservative society like the Saudi society where such
a breach of private information of a female member of a family can cause serious damage to the
reputation of the family.

Moreover, since the dataset has been created based on the Facebook information of the friends
(female) of the data miner, he/she is likely to have supplementary knowledge on the users. By a
careful analysis (based on his/her supplementary knowledge) of the friends falling in Cluster 3
the data miner may come to a conclusion that these friends are generally less conservative and
“Willing to date”. At this stage the data miner may reasonably come to a conclusion that any
female Facebook user having similar properties is possibly also “Willing to date”. In data
mining, this is generally known as labelling the records with class values. Based on this
understanding, any unknown Facebook users who have similar properties as the properties of
Cluster 3 can be categorised as “Willing to date” (in data mining, this is often called
classification) and therefore approached inappropriately by the malicious data miner resulting in
huge social discomfort for the user.

Conclusion and Suggestions

This paper revealed the potential of data mining as a technique that could be used by malicious
data miners to threaten the privacy of Facebook SNS users. Using a hypothetical dataset of a
sample of individuals from Saudi Arabia, Pakistan and Yemen, a data mining clustering
algorithm was applied. The application of the clustering algorithm on the above hypothetical
dataset has shown that the threats from data mining on individuals’ privacy can be serious. A
malicious data miner can cluster his/her friends into different groups. The miner can then analyze
the properties of the friends belonging to a group. Additionally, from his supplementary
knowledge on the friends he can also add a label on them. Based on the extracted properties of
the friends and the label he/she can next classify other Facebook users (who are not even in
his/her friend list) into the label resulting in a breach of privacy. In this study we show an
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example where the data miner can classify other users into “Willing to Date” due the similarity
of their properties and the properties of a group of his friends. In this example, the label “Willing
to Date” is his supplementary knowledge on a group of his friends. Note that this is just an
example of a possible attack from a malicious data miner on the individual privacy of the
Facebook users. There are many other possible ways to attack the privacy of the Facebook users.
In this study we suggest that, to preserve privacy online, it is important that users mask their data
or hide some information such as date of birth, address and other identifying information. This
way, even if an unknown malicious data miner can classify a user, for example, as ‘Willing to
date’, it can be difficult for the miner to locate the user and thus harass her. At the same time, if
the properties of a cluster are known to the users they can deliberately design their activities in a
way so that she is not classified as ‘Willing to date’. For example, if a user (originally belonging
to Cluster 3) has Exposure = “High” then she can deliberately change it to “Low” in order to
avoid being grouped with other users in Cluster 3. In sum, if all (or most) SNSs users place some
false and misleading information about themselves (as we are suggesting), then a data miner will
face difficulties to conclude with certainty whether or not the SNSs users really have a
connection with a particular cluster.

Privacy is often not taken seriously by many users especially the young users group. It is
essential for SNS users to be careful in maintaining their privacy online for reasons discussed
above. Therefore, it is important to raise their awareness about the possible privacy invasions and
their implications. One way to preserve privacy online is by masking the individual’s data
carefully or hiding the sensitive information such as date of birth, address and other identifying
information. This way, even if an unknown malicious data miner can classify a user, for
example, as ‘Willing to date’, it can be difficult for the miner to locate the user and thus harass
her. At the same time, if the logic rules are known to the users they can deliberately design their
activities in a way so that she is not classified as ‘Willing to date’. Another way to protect
privacy online is by put- ting restrictions, possibly in the form of laws and regulations, on the use
of data mining for individual purposes. However, restricting malicious data mining by
introducing laws can be a difficult job. First it will be difficult to detect that someone is mining
data maliciously. Second, even if detection is possible it will be difficult to prove malicious
intent. One can always argue that he/she was performing data mining for good intentions such as
research and knowledge discovery.

Lastly it is suggested that the data mining community should develop Privacy Preserving Data
Mining (PPDM) techniques specifically catered for online environments. Until such techniques
are developed, users should protect themselves by using all possible ways including hiding their
identifying information, using SNS privacy settings carefully and masking their online activities
to protect them from being identified as potential victims. Ensuring the privacy settings on
Facebook are up to date (often they roll back to the default settings) can be another way to keep
malicious data miners out of the way.
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